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MOBILE DATA COMMUNICATION SYSTEM 



Inventors: Girish Pancha, A. Adam Wilson, S. Suresh and S. Lord 

FIELD OF THE INVENTION 

This invention relates generally to a system for coordinating the comnnunication 
of data to mobile users, and more particularly a multi-tiered, modular, distributed, 
Internet computing architecture that integrates data communication between data 
sources and mobile devices. 

BACKGROUND OF THE INVENTION 

The Mobile Communications Environment 

The year 2000 marks the rapid expansion of the enterprise across multiple 
boundaries. According to Cahners In-Stat Group (Facts & Stats for the 
Enterprise Market), large firms are struggling to manage growing numbers of 
mobile workers, remote branch offices and telecommuters. By the year 2004, it 
is expected that the average large corporation will support approximately 153 
remote branch offices and 660 telecommuters. In order to support the growing 
number of mobile workers and improve their productivity, more large companies 
are supporting the use of wireless phones and other mobile devices. By 2004, 
large firms are expected to employ more than 29 million wireless-enabled 
workers. Clearly there is a need for enterprises to embrace the convergence of 
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the Internet with wireless technologies and develop strong mobile data 
strategies. 

The convergence of wireless technologies with the Internet has driven a 
proliferation of mobile computing devices and, subsequently, will enable more 
mobile users to be productive, and profitable, while working away from the office. 
The Yankee Group (Wireless Data: Hope after Hype - extract from Interactive 
Week, 6^^ December 1999) estimates that the total number of mobile data users 
will grow to 21 .3 MM by 2001 and 50MM by 2004. META Group estimates that 
within three to five years, 80% of knowledge workers will employ companion- 
computing devices like cellular phones and PDAs. This year alone, according to 
Cahners In-Stat Group, more than 13 million enterprise employees will use 
wireless phones and other devices. 

Mobile professionals are an integral part of the enterprise and the current climate 
demands, "anywhere access" to enterprise and personal data. Unfortunately, 
mobile professionals are armed with many devices to access, manage and 
communicate information. 

To remain competitive, enterprises need to establish mobile data strategies. 
Enterprises cite increased productivity and increased efficiency as the main 
benefits of implementing wireless data strategies. (Cahners In-Stat Group, 
Wireless Data Market Segmentation Forecasts, Rebecca S. Dierks, November 
1999) To reap these rewards, mobile users need access to productivity 
applications that combine enterprise data derived from corporate directories, 
calendars and email with personal data such as personal directories, public 
internet data such as location-based services, maps, yellow and white pages with 
communication services such as email, voice activated dialing, remote printing, 
alerts and notifications. The solution for integrating these services must be cost 
effective in terms of both time and money, low maintenance, secure and in 
compliance with open standards 
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Background Art 

Early mobile data strategies evolved around the use of synchronization 
technology in conjunction with laptops and PDAs. 

Later technology has focused on transcoding of existing web application 
interfaces to provide wireless and voice access from Internet enabled phones, 
PDAs and cellular phones respectively. However, without the appropriate 
infrastructure, these applications do not provide a truly productive experience for 
mobile professionals. Mobile users are still forced, using this approach, to 
navigate between multiple applications, which, results in excessive data entry 
and a time consuming, frustrating user experience. 

Both solutions have evolved primarily from a one-off, custom solution approach, 
which is expensive on time and resources. In addition, both solutions have 
focused primarily on wireless access to enterprise data. 

Applications such as contact managers, calendars and to-do lists are all in 
abundance and widely available from standard web browsers or desktop 
applications. The challenge is how best to mobilize these, and other enterprise 
applications, for mobile professionals. To-date, two technology approaches have 
been taken. 

The first generation of vendors approached the need for mobile access to 
enterprise applications by using synchronization technology to update and 
download information between the mobile professional's computing devices 
(laptop and PDAs) and the enterprise. The problem with this approach is that 
data is very often obsolete as soon as the device is disconnected. 

The second generation of mobilization vendors is trying to take advantage of the 
exploding mobile data services market by transcoding or translating existing web 
applications so they are accessible using WAP browsers and voice recognition 
systems. However, working at the user interface level as opposed to the data 
source is inefficient, as web layout and HTML are subject to constant change. 
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Both these approaches serve a purpose. However, the approaches taken by 
these vendors is simplistic and does not provide the intelligent integration and 
personalized, contextual workflow needed to meet the requirements of today's 
mobile professional and the enterprise that supports them. Specifically, these 
solutions do not provide the productivity enhancements necessary for mobile 
professionals, nor, the fast return on investment (ROI) necessary for enterprises. 

First generation synchronization technology vendors provide solutions for 
duplicating and maintaining multiple copies of enterprise data on mobile devices 
for off-line access. For example, downloading inventory and work schedule 
information onto a laptop or PDA device. This approach can be a slow and 
expensive one to implement. In addition, as more real-time information is 
needed to remain competitive, this approach results in reduced productivity for 
the mobile professional and low return on investment for the enterprise. 

• Often synchronization technology does not take advantage of the most 
ubiquitous device for mobile professionals, the mobile phone. 
Executives and mobile professionals often prefer voice access to 
information. Distribution of additional devices such as PDA's can 
introduce new administrative costs to the enterprise. 

• Multiple sets of information exist on different devices e.g. PDA, laptop, 
and cellular phone. With more than one place to store data, there are 
often data accuracy issues, which wastes valuable time. 

• Changes to data, by multiple users, create the potential for duplicate 
records, adding to the accuracy problem. 

• Data is rarely accessed in real-time and is, very often, obsolete as 
soon as you disconnect. Data is only updated when a synchronization 
event occurs. The result to the mobile professional could be as simple 
as not having the correct phone number on hand, or as important as 
not getting a $1 MM sale recognized until the next business day. 
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Second generation transcoding technology vendors take existing web sites and 
applications (typically on a one-off, custom basis) and simply translate them from 
HTML to other markup languages such as WML, HDML and VoiceXML to 
provide access from telephones, wireless devices or voice recognition systems. 
This approach is faster and simpler to implement than synchronization 
technology but still results in reduced productivity for the mobile professional and 
low return on investment for the enterprise. 

. Wireless applications need to be re-built when web layout and content 
changes. This process is very resource intensive and results in high 
expense for the enterprise, considering the potential number of times a 
web site changes, 

• Discrete wireless applications. Data needs to be re-entered across 
applications. For example, an address is retrieved from a contact 
manager and then has to be re-entered in order to retrieve directions 
from a travel application. 

• Navigational menus are not intelligently integrated into a mobile 
workflow. For example, after reviewing a customer appointment from 
the calendar, activity options do not include 'go there', 'call', and 
'email'. 

• Wireless applications need to poll web sites constantly. For the 
provider, continuous polling of sites is an inefficient and expensive use 
of resources. 

SUMMARY OF THE INVENTION 

The present invention solves the problem of providing access to vital information 
for mobile professionals within the enterprise by providing unified access to 
relevant. More particularly, the present invention provides an application 
interface to enterprise, personal and public data, accessible in a personalized, 
contextual workflow via voice, wireless devices and the Web. 
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The present invention's open architecture delivers solutions for both mobile client 
application uses an underlying infrastructure to provide a unified interface to 
existing enterprise applications such as Microsoft Outlook and Lotus Notes; 
personal applications such as contact managers, public Internet applications 
such as maps, turn-by-turn driving directions and proximity searches and 
communication services such as email, voice activated dialing, remote printing, 
alerts and notifications. A personalized workflow delivers relevant information, 
within the context of the current application, via device specific user interfaces for 
voice, wireless and the Web. This approach provides significant ease of use 
and productivity benefits to the mobile professional. 

The present invention solves the problems described above in the Background of 
the Invention by providing a mobile data communication system which couples 
application specific remote data sources and mobile devices via an internet 
based server. An interface is provided by the server for extracting data from the 
application specific remote data sources. The extracted data is then generalized 
into generic objects and presented on the mobile devices by device specific 
application templates. 

The present invention has other objects and advantages which are set forth in 
the Description of the Best Mode of the Invention. The features and advantages 
described in the specification, however, are not all inclusive, and particularly, 
many additional features and advantages will be apparent to one of ordinary skill 
in the art in view of the drawings, specification, and claims herein. 



BRIEF DESCRIPTION OF THE DRAWINGS 

Figure 1 is a block diagram of the system of the preferred embodiment. 

Figure 2 is a block diagram of the secure access provided by the system of the 
preferred embodiment. 

Figure 3 is a block diagram of the detailed architecture of the system of the 
preferred embodiment. 
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Figure 4 is a block diagram of the data flow in the system of the preferred 
embodiment. 

Figure 5 is a component level block diagram of the logic of the system of the 
preferred embodiment. 

Figure 6 is a block diagram of the physical nodes (i.e., hardware) of the system 
of the preferred embodiment. 

Figure 7 is a logic diagram of the core objects of the system of the preferred 
embodiment. 

Figure 8 is a logic diagram of the user oriented objects of the system of the 
preferred embodiment. 

Figure 9 is a logic diagram of the generic address book objects of the system of 
the preferred embodiment. 

Figure 10 is a logic diagram of the MS Exchange address book adapter of the 
system of the preferred embodiment. 

Figure 1 1 is a logic diagram of the system hosted address book adapter of the 
system of the preferred embodiment. 

Figure 12 is a logic diagram of the generic calendar objects of the system of the 
preferred embodiment. 

Figure 1 3 is a logic diagram of the MS Exchange calendar adapter of the system 
of the preferred embodiment. 

Figure 14 is a logic diagram of the system hosted calendar adapter of the system 
of the preferred embodiment. 

Figure 15 is a logic diagram of the mail services adapter of the system of the 
preferred embodiment. 

Figure 16 is a logic diagram of the directory services adapter of the system of the 
preferred embodiment. 
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Figure 17 is a logic diagram of tine location services adapter of tine system of the 
preferred embodiment. 

Figures 18a-c are object Interaction diagrams for three hypothetical data 
communication sessions. 

DETAILED DESCRIPTION OF THE BEST MODE OF THE INVENTION 

The preferred embodiment is implemented in Java using a fully extensible, 
object-oriented model, running against an OracleSi database. It is deployed 
using a multi-tiered, modular, distributed Internet computing architecture and 
comprises server infrastructure which facilitates communication of data between 
mobile users and integrated mobile applications in an integrated and seamless 
manner. 

System 10 of the preferred embodiment is generally depicted in Figure 1 , which 
illustrates the relationship between system server 12 and integrated applications 
14 (including data sources such as enterprise applications 16 and Internet ASP 
applications 18), and mobile devices 20. System server 12 provides mobile 
devices 20 with unified access to the data stores of integrated applications 14. 
Exemplary mobile devices 20 include virtually any device that can communicate 
over the Internet, intranets, wireless WAP connections, or PSTN such as 
wireless phones, wireless PDA's 20a, laptop computers 20b, desktop computers, 
and conventional telephones 20c. 

Enterprise applications 16 which provide varied sources of data include: email, 
calendar, directory of contacts, to do lists, notes, sales force automation (SFA), 
customer relationship management (CRM) and enterprise resource planning 
(ERP) systems. Applications can be used 'as is' or seamlessly interfaced to the 
data content held in corporate applications such as Microsoft Exchange and 
Lotus Notes. Regardless, system 10 has the same user interface for mobile 
devices 20 (i.e., a device specific generic interface for each unique type of device 
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such as WAP phones, PDA's, laptop computers and telephones), just a different 
source of data. 

Integration with third party ASP applications 18 provides additional functionality 
such as: driving directions, point of interest searches, maps; yellow pages, white 
pages; group outbound messaging, alerts/notifications with acknowledgements; 
and lastly, data synchronization to enable migration from older technology 
solutions to the system service. 

To the mobile user, these otherwise discrete applications (both enterprise 
applications 16 and ASP applications 18) all appear as one logical application 
because of the present invention underlying core infrastructure. Applications 14 
are presented to the user on mobile devices 20 using device specific user 
interfaces 21 for voice 21a, wireless devices 21b and the Web 21c. These 
applications can be implemented using a variety of mobile markup languages 
(HTML, WML, HDML, VoiceXML) or using mobile SDKs (SpeechObjects). Unlike 
second generation transcoding approaches, this ensures maximum utility of the 
application, regardless of the device used. This is especially important, when 
considering the transformation of a web application to voice. In addition, 
application workflows that are role, location, context and data aware ensure 
relevant, real-time information delivery and superior ease of use and navigation. 
Once workflows are defined, using the web based system administrator interface, 
workflows remain consistent regardless of the source of the data. 

In more detail, system 10 communicates over a variety of communication paths 
(including Web, WAP and Voice) to various personal devices and desktop 
applications (mobile devices 20) presentation clients 21 using a number of 
protocols. An HTML client enables web browser interfaces. A Voice style client 
enables telephone interfaces with speech recognition and text-to-speech 
synthesis. An HDML/WML client delivers content to wireless digital telephones 
through a WAP gateway and network . An XML adapter works over HTTP, 
enables server-to-server integration with ASP applications 18 and provides 
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functionality such as synchronization with desktop PIMs (e.g.: Microsoft Outlook) 
and PDAs (e.g.: Palm, Windows CE devices). 

Due to the modular nature of the architecture, the system is able to provide these 
client and adaptor services on an individual basis, so that a user or organization 
who is not interested in, for example, WAP connectivity need not subscribe to it. 
This modular architecture also allows for interchangeable content such as 
localized yellow pages. 

As shown in Figure 1 , at the core of the system architecture is the system server 
12 that comprises system network database 34 and system engine 32. Network 
database 34 is a schema hosted on a scalable relational database server 
(OracleSi) that contains the data about various system core objects as well as the 
meta-data that defines the data. Network database 34 is used to efficiently and 
securely specify notification rules, and publish and update information to other 
users in real-time. System engine 32 provides the ability to access and 
manipulate the core objects. Information is then brokered between applications 
14 and mobile devices 20 using system engine 32 at a data server-to-data server 
level. This infrastructure provides the ability to "plug & play" virtually any 
application service as long as it uses a supported application program Interface 
(API). 

System 10 also includes device specific navigational menus that leverage the 
users previous action, thereby keeping the user in a workflow context. This 
greatly reduces the number of keystrokes required to use wireless data 
applications and provides significant ease of use for voice recognition 
applications. For example, the address obtained from a user's address book 
application can be used to obtain turn by turn directions. ASP applications 16 
also leverage system server 12 and integrate as native navigational menus. 

System 10 adheres to open standards to ensure compliance with the latest 
technology advances. Third party ASP applications 1 6 covering functionality 
such as location aware services, outbound messaging, alerts & notifications. 
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email, and calendaring plug into the system platform using XML or otlier 
standard interfaces such as LDAP, IMAP4, POPS, CDO, SQL, and SMTP. 

System server 12 maintains a subset of profile information (when authorized) and 
optionally maintains private directory information in a distributed database on a 
system hosted sen/er. At the lowest level, the system administrator has full 
control of data and user privileges. 



Secure Access 

Providing secure access to data is of paramount importance for enterprises. 
When services are provided on an ASP basis, security is even more important. 
System server 12 (for both private and public services) simply interfaces to 
enterprise data sources 16 through a secure Virtual Private Network (VPN). All 
enterprise data remains in the enterprise where it is most secure. 

As shown in Figure 2, security is provided at three levels: network/transport layer 
22, application services 24, and data services 26. 

At the network/presentation layer 22, a typical configuration will involve 
enterprise data residing at the customer site where it is most secure. The 
enterprise site administrator conducts any administration. System server 12 is 
hosted at a secure site and interfaces to enterprise data through the corporate 
firewall and a secure VPN 23. 

As depicted in Figure 2, the system conforms to industry standards on 
authentication and encryption at the Secure Socket Layer (SSL), using VeriSign 
technology and also at the WAP Gateway level with Wireless Transport Layer 
Security (WTLS). Each mobile user is required to login to system server 12 with 
a unique USERID and password. Using SSL/WTLS ensures that any information 
exchanges with system server 12, during a session, is secure. 

At the application sen/ices level 24, mobile users access system by supplying a 
username/password via the Web; an account number and PIN via wireless 
devices; and voice print authentication (with backup of account number and PIN) 
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via voice recognition. Once logged in, multiple users can be given permission to 
have authoring privileges over subsets of data. For example, both the individual 
and the company that he/she works for can make changes to an individual's work 
address. These changes are then propagated to another part of the organization 
(e.g., a project team). System 10 supports single sign-on between integrated 
applications 14 accessed via system server 12. This means once a user has 
logged in, they do not have to repeat their username and password to access 
individual areas of application functionality. Thus, in addition to providing unified 
application access, system 10 provides a unified login procedure. 

At the data services level 26, the Distributed Data Store (DDS) architecture of 
system 10 implicitly provides for data security. This means that while providing 
system 10 to one enterprise, on an ASP basis, their data store is kept 
independent and secure from other enterprises. System 10 is deployed in one of 
two ways: 

• The enterprise hosts the application and data at their own secure local 
site, which is linked to system server 12. (Typical configuration for large 
enterprises). 

• System server 12 hosts the enterprise application on a distributed 
database at a secure data center and interfaces to enterprise data through 
a firewall and Virtual Private Network (VPN). (Typical configuration for 
small to medium enterprises). 

Customization 

System 10 is provided to enterprises on an ASP basis, and as a result, 
mechanisms for customizing the application presentation are in place. This 
section outlines several alternatives for building a system site, or linking to it from 
an existing site. 

Enterprises are able to specify basic customizations. These customizations are 
performed automatically by system server 12 and do not require any effort on the 

Page 12 of 25 

139765.1 
6111-03US 



part of the IT department. System 10 supports the following site customization 
components: 

Site Graphics: Custom graphics can be positioned at the top, side, and/or 
bottom of a page. In its simplest form, the site graphic can consist of a single 
image. Alternatively, companies can specify a set of HTML code for a more 
complex presentation. In either case, they are responsible for the supporting files 
(GIFs, JPEGs, Java applets) and HTML code. In the case of WML, basic 
graphics such as company tag lines are supported. 

Colors and Fonts: Text, fonts and background colors of various sections (e.g.: 
directory, yellow pages, etc.) can be customized to adhere to the 'look and feel' 
of the company site. This applies currently to HTML code. 

Naming Conventions: Companies are able to specify their own names for 
various features and concepts in the site. For example, an address book or a 
"contact list" or a "directory". This is applicable for HTML, WML and VoiceXML. 

Voice Prompts: Companies are able to customize all voice prompts for any 
voice interfaces. An API is provided that is based on open standards (XML and 
HTTP). 

WML: Enterprises can also customize a set of configuration parameters thereby 
enabling or disabling menu items for each screen. This is applicable for WML. 

System Architecture 

System 10 is a mobile data communication system that includes, as depicted in 
Figure 1, application specific remote data sources (integrated applications 14); 
internet based system server 12 which is coupled to application specific remote 
data sources 14 over a communication path such as the Internet or PSTN 
(voice); and mobile devices 20 coupled to system server 12. System server 12 
includes server database 34, interface software (extraction adapters 28) for 
extracting data from application specific remote data sources (applications 14) 
and generalizing the extracted data by constructing core data objects 30, and 
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software for presenting the generalized data to mobile devices 20. Mobile 
devices 20 include web browsers and application templates for displaying the 
presented data from system server 12. 

The architecture of System 10 is depicted in detail in Figure 3. As shown, the 
5 multi-tiered system server architecture and communicates with mobile devices 20 
via any of three communication paths - web 36, voice 38 and/or wireless (i.e., 
WAP) 39. 

As shown in Figure 4, data flow is two way between enterprise applications 16, 
ASP applications 18 and mobile devices 20, and system server 12. All data 
10 communicated between integrated applications 14 (enterprise applications 16 
and ASP applications 18) and mobile devices 20 pass through and are directed 
by system server 12. 

Turning back to Figure 3, servlets 42 (first tier) provide presentation logic for both 
Web and WAP communication. Business logic and smart integration rules are 
15 contained in application layer 44 (second tier). Persistence is handled in the data 
access layer 46 (third tier). Logically, as shown in Figures 3 and 5, application 
layer 44 and data access layer 46 are contained on application server 40. 
Application layer 44 uses ASP applications 1 8 through server to server 
communication. 

20 Web server 48 is configured with servlet engine 50 to communicate with web 
devices 20b and wireless WAP devices 20a via the Internet 51 . Sen/let engine 
50 responds with HTML 42a (for web users), WML 42b (for WAP users) and XML 
42c for server to server communications with third parties. WAP requests come 
through a WAP gateway 52 or a wireless ISP (not shown). RMI 54 is used for 

25 distributed processing inside the system intranet. For voice communication, 
system 10 has voice server 56, which uses commercial voice services through 
NMS card 57 and speech API 58. It uses the same application services 14 (both 
internal and third party) via application layer 44 as Web and WAP devices to 
access address book, calendars, location services. Voice access to these 

30 services is through well-defined RMI interfaces 54. Application layer 44 uses 
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compilation server 60 (tlirougin speecli API 58) to compile dynamic grammars 
from grammar and voice print database 55 for various tasks such as when a user 
updates their address book from the Web. Voice server 56 communicates with 
the compilation server 60, recognition server 59 and TTS 61 using speech API 
58. 

Figures 5 and 6 further depict the architecture of system 10. Figure 5 shows the 
system logic at the component level. In Figure 5, boxes with the upper right 
corner turned down 601 represent notes, meta-data of annotations; boxes with 
two tabs on the left side 602 represent system modules and applications; and 
boxes with a single tab on top 603 represent packages (an exemplary box of 
each type is labeled In Figure 5). Application server 40 is a package since it 
contains multiple components inside. Figure 6 on the other hand shows the 
layout of the physical nodes (i.e. hardware) of System 10. 

Figures 7-1 7 depict the system objects (both core objects and user oriented 
objects) and a wide variety of exemplary extraction adapters. Core objects 30 of 
System 10 are generic objects that serve to generalize data extracted by 
extraction adapters 28 from application data sources 14. 

Figure 7 provides an overview of core objects 30, and Figures 9 and 12 depict 
the generic objects for address books and calendars. Although not depicted In 
the drawings, system 10 provides objects for all types of application data, 
including e-mail, directory services and the like. 

Figure 8 depicts user-oriented objects 64 of system 10. User oriented objects 64 
are internal objects which track mobile users' mobilization preferences and drive 
the functionality of system 10 so that system server 12 can perform various user 
oriented tasks. For example, e-mail preference object 66 allows system server 
1 2 to send and receive users' e-mail by tracking users' incoming and outgoing e- 
mail servers. Also, reminder preference object 68 allows system server 12 to 
provide alerts to mobile users on particular, user defined communication 
channels at particular times. As a final example, credentials object allows 
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system server 12 to track a mobile user's login name and password so that the 
mobile user does not have to endure repeated login procedures. 

Figures 10, 11 and 13-17 depict some of extraction adapters 28 employed by 
system 10. Unique extraction adapters 28 are required for each unique 
application/data source 14, since the interface is different for each 
application/data source 14. 

As used in Figures 10, 11 and 13-17, the term interface is used from the 
perspective of Java so that an interface represents an abstract set of 
functionality. In contrast, an adapter is a real component that does an actual 
function. In other words, extraction adapters 28 implement interfaces 29. While 
servlets 42 and voice server 56 handle presentation of data to and access of 
data from mobile devices 20, extraction adapters 28 handle the extraction and 
and generalization of data from applications/data sources 14. 

In order to carry out the extraction from enterprise data stores, adapters 28 are 
built for common enterprise applications such as address books, calendars and 
directory services. Adapters 28 are built once for each application and reused. 
These tools can be though of as alternate forms of persisting objects. 

While there are unique extraction adapters 28 for each unique application/data 
source 14 (i.e., multiple extraction adapters 28 per application type, there is only 
one set of generic objects per application type). For example, there are 
extraction adapters 28 for the system hosted (Figure 11), MS Exchange (Figure 
10) and Lotus Notes (not shown) address books but only one set of generic 
address book objects (Figure 9). It is this relationship that serves to generalize 
the extracted data. In short, extraction adapters 28 extract data from 
applications/data sources 14 based upon application specific rules and then 
construct generic objects independent of the specific source application. 

Operation 

System 10 communicates data from remote enterprise data stores 16 to web 
browsers on mobile devices 20 via system server 12 by extracting data objects 
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from enterprise data stores 12 to the server; generalizing the extracted data 
object based upon application specific rules; and presenting the normalized data 
object on the web browser of mobile devices 20 based upon device specific 
rules. 

Moreover, system 10 allows for seamless integration between a variety of mobile 
applications such as address books, email, calendars, directory services and 
point to point directions. Rather than having to switch from application to 
application on mobile devices 20, system 10 allows users to utilize a data point 
available from a data set in one application to access a set of data in another 
application. By way of example, a user may access a set of data regarding a 
customer from the user's address book application. The user could then 
transition to a point to point direction application carrying over the customers 
address as the data point from the dataset from the address book. System 10 
then uses the address data point to obtain a set of data in the form of turn by turn 
instructions from the point to point direction service data store. 

Thus, system 10 provides a method of extracting data from remote data sources 
14 to present on a web browser on mobile device 20. The methodology involves 
extracting a first set of data from a first data source to the server; generating a 
first data object based upon the first set of data; identifying a crossover data point 
in the first data object corresponding to a target data point contained in a second 
data source; extracting a second set of data from the second data source based 
upon the crossover data point to the server; and presenting the second set of 
data on the web browser of the mobile device based upon device specific rules. 
Additionally, the extracted second set of data is generalized based upon 
application specific rules prior to presenting on mobile devices 20. 

The data extracted using extraction adapters 28 is used to construct generic 
objects 30 in system server 12, which serves to generalize the data. In terms of 
the preferred embodiment, the generalized data is in a form independent of (i.e., 
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isolated from) the source application or data store. For example, data may be 
extracted from a MS Exchange address book or a Lotus Notes address book for 
the same contact. Once generalized, the data is in the same generic, universal 
form (i.e., structure) regardless of the extraction source. Thus, mobile users 
interact with generic objects on system server 12 which are independent of the 
application/data source rather than the actual data at the source. 

Extraction adapters 28 take as their parameters objects as subjects. By way of 
example, an e-mail component may have a call such as "read me any mail I get." 
In addition, when the user gets that e-mail, the email header may also useful 
information. So, the e-mail may have another call that says "give me the sender" 
(i.e., who is the sender of this e-mail). 

Continuing with the example, similarly there Is a second service that is a directory 
service. The directory service is a third party ASP service that is not part of the 
user's enterprise sources (typically sources provided by the user's employer). 
Therefore, the directory service has its own set of interfaces defined, one of 
which looks up a contact using an e-mail address. The relevant object is the e- 
mail address object that was extracted out of the e-mail object itself and now is 
being used as the e-mail address in looking up the contact out of the directory. 
The end result of that call is the creation of a generic contact object (which 
includes all of the contacts properties and information such as work address and 
home address), and this contact object now can be used in yet another service 
potentially, such as point to point directions. To do so system server 12 links to a 
point to point direction ASP service to get directions to the previously extracted 
contact The direction service provides directions from the users work address 
because the user is the one maintaining the session. 

The^mobile user could have just as easily, after the directory service, gone to a 
calling service (make a phone call service instead to make a call to the contact's 
cell phone because the directory object constructed from the directory service 
also included the cell phone number as a component of the directory object. 
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By being able to re-use context across all available services, in effect there are 
an unlimited number of hops or different workflow combinations that a mobile 
user may use in navigating system 1 0 without having to re-key or re-input 
information despite the fact that the mobile user is accessing a multitude of 
distinct services. 

The key communication mechanism is the system's domain object model, which 
enables the use of data crossover points. The crossover points allow system 10 
to cross over from an e-mail workflow to a directory look up workflow as part of 
the same integrated application. For example, when reading an e-mail, the 
mobile user gets three typical choices (read - reply - forward) and also a fourth 
choice to look up the sender in directory which when chosen shifts to a directory 
workflow. From the directory workflow, the mobile user has the option to cross 
over to another service thereby entering another workflow. 

To summarize the operation of system 10 by way of another example, when a 
mobile user receives an e-mail, the e-mail service extraction adapter extracts the 
e-mail data (including the sender's name) and constructs the e-mail object. To 
cross over to the mobile user's address book application, system server 12 
utilizes an address book extraction adapter to extract data from the address book 
application using the sender name as the crossover point. Based on the sender 
name, the address book extraction adaptor extracts the address book data 
corresponding to sender name and constructs an address book object. System 
server 12 will then extract additional information from a map service and 
construct a map object using the sender address from the address book object 
as the crossover data point. The location object is then presented to the mobile 
user in the form of a map on the mobile device. Thus, for a multitude of 
applications/data sources 14, by setting up cross over points that can use the 
objects from any other system, application/data sources 14 are intelligently 
integrated and provide a limitless combination of user workflows that cross over 
all applications/data sources 14. 
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Figures 18a-c depict various scenarios In UML (Unified iVIodellng Language) 
describing the behavior of the software of system 1 0. In other words, the figures 
show how communication occurs between different components of system 10. In 
Figure 18a, a session is depicted In which data is extracted from MS Exchange 
to create a new contact In an address book. The process of system server 12 Is 
independent of the backend application which in this case is MS Exchange but 
could be my other proprietary service of enterprise system. In Figure 18b, a 
session is depicted in which a search Is performed for a contact in a custom 
contact management system at a particular enterprise for a given search criteria. 
The "post-search" 70 through "register" 72 steps are all generic to system 10 
(i.e., part of the generic object model). The only call to the enterprise system is 
the "get" command 74 which goes to the enterprise system to extract data which 
is then generalized by construction Into a generic format (i.e., construction of a 
generic object). In Figure 18c, a session is depicted in which a search for 
particular dates In a calendar application to retrieve events for those dates from a 
MS Exchange system. The key generic object in this session is the event object. 

From the above description, it will be apparent that the Invention disclosed herein 
provides a novel and advantageous solution to the problems of mobile data 
communications. The foregoing discussion discloses and describes merely 
exemplary methods and embodiments of the present invention. One skilled in 
the art will readily recognize from such discussion that various changes, 
modifications and variations may be made therein without departing from the 
spirit and scope of the invention. Accordingly, disclosure of the present invention 
is intended to be illustrative, but not limiting, of the scope of the invention, which 
is set forth in the following claims. 
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We claim: 



1 . A method of communicating data from a remote application data store to a 
mobile device via a system server, comprising the steps of: 

extracting data from the application data store to the system server; 
generalizing the extracted data based upon application specific rules; and 
presenting the generalized data on the mobile device based upon device 
specific rules. 

2. The method recited in claim 1 , wherein the generalizing step constructs 
generic objects from the extracted data, 

3. The method of claim 1 further comprising the steps of: 

generating a request for the application data store with the mobile device; 

and 

transmitting the request to the application data store; 

wherein the extracted data is extracted based upon the request. 

4. The method recited in claim 1 further comprising the step of displaying the 
presented data on the mobile device with a generic application template. 

5. The method recited in claim 1 further comprising the steps of: 
transmitting the extracted data to the system server; and 
transmitting the generalized data to the mobile device via the Internet. 

6. The method recited in claim 1 , further comprising the steps of: 

wherein the generalizing step constructs generic objects from the extracted data. 

7. A method of extracting data from a plurality of remote application data 
sources to present on a mobile device via a system server, comprising the steps 
of: 
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extracting a first set of data from a first data source to tlie server; 

constructing a first data object based upon the first set of data; 

Identifying a crossover data point in tine first data object corresponding to a 
target data point contained in a second data source; 

extracting a second set of data from the second data source based upon 
the crossover data point to the system server; and 

presenting the second set of data on the mobile device based upon device 
specific rules. 

8. The method recited in claim 7, further comprising the steps of: 
generalizing the extracted second set of data based upon application 

specific rules prior to presenting on the mobile device. 

9. The method of claim 7 further comprising the steps of: 

generating a first request for the application data source with the mobile 
device wherein the first set of data is extracted based upon the first request; and 

generating a second request for the second data source with the mobile 
device wherein the second set of data is extracted additionally based upon the 
second request. 

10. The method recited in claim 7 further comprising the step of displaying the 
presented data on the mobile device with a generic application template. 

11. A mobile data communication system comprising: 

a plurality of application specific remote data sources; 
an internet based server coupled to the application specific remote data 
sources comprising: 

a server database, 

interface means for extracting data from the application specific remote 
data sources, 
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means for generalizing tlie extracted data, 
means for presenting the generalized data; and 
a plurality of mobile devices coupled to the internet based server comprising: 
a web browser, and 

a plurality of generic application templates for displaying the presented 
data from the server on the web browser. 

12. The mobile data communication system recited in claim 11, wherein the 
means for generalizing constructs generic objects from the extracted data. 

13. The mobile communication system recited in claim 1 1 , wherein the mobile 
devices generate requests for the application specific remote data sources that 
are used by the interface means as a basis for extracting data. 

14. A data communications server apparatus for communicating data between 
a plurality of remote application data sources and at lest one mobile device, 
comprising: 

Interface means for extracting data from the application specific remote 
data sources, 

means for generalizing the extracted data based upon application specific 

rules, 

means for presenting the generalized data to the at least one mobile 
device based upon device specific rules. 

1 5. The server apparatus recited in claim 14, wherein the means for 
generalizing constructs generic objects from the extracted data. 

16. The server apparatus recited in claim 14, wherein the interface means and 
means for generalizing are application specific object oriented adapters. 
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1 17. The server apparatus recited in claim 14, wherein the means for 

2 presenting is a servlet engine having device specific servlets. 
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ABSTRACT OF THE DISCLOSURE 



The present invention provides a mobile data communication system wliich 
couples application specific remote data sources and mobile devices via an 
internet based server. An interface is provided by the server for extracting data 
from the application specific remote data sources. The extracted data is then 
generalized into generic objects and presented on the mobile devices by device 
specific application templates. 
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startTime : Date 
endTime : Date 
reminder : Boolean 
description : String 
status 



+tfieRemi 



nder 



Reminder 



1^ preference 

remindTime : Time 



Figure 12 
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«lnterface» 
AbstractFactofy 



)rconstnjctPAB{c credentials) lAddressBook 
constnjctCalendar(c credentials) tCalendar 



ExchangeFactory 



«lrYterface» 
■Calendar 



^etEvents(date Date) . Iterator 
<^etTodos() Iterator 
<5addEvent(e Event) 
^updateEvent(e ' Event) 
<5fTnEvent(e Event) 
^addTodo{todo Todo) 
rmTodo(todo Todo) 



] ■ 


ExchangeCaiendar 







o 

Remote 
(from ntii) 



«lnterface» 
I Exchang elnterface 
(from addressbook) 



^startSession(c credentials) Session 
^endSession(s . Session) . void 
^searchContacts(tem plate • Contact) • Cursorld 
^searchContacts{match . Stnng) . Cursorld 
^etContact(contactld : Stnng) : Contact 
<^reset(td Cursorld) ■ void 
^getPosition(id Cursorld) void 
<^etTotaJNumberOd Cursorld) Integer 
^etNextpd ' Cursorld, num Integer) Vector 
^\ose(i6 Cursorld) void 
^etEventsO Vector 
>^addEvent<e Event) void 
vXjpdateEvent(e Event) Void 
ys^etTodosO Vectof 
^ddTodo(todo . Todo) Void 
updateTodo(todo Todo) Void 



Exchange Connector 
(from addressbook) 




Exchange 
(from Actors) 



Figure 13 
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Calendar is accessed 
via a common interface 
- independent of data 
source 



Session 



getPABO 
*^ getCalendar() 



«lnterface» 
■Calendar 



^getEvents(date Date) Iterator 
^getTodos() Iterator 
^ addEvent(e * „ - . ciEvent) 
O updateEvent(e . =-nwEvent) 
A rm Event(e lEvent) 
^ addTodo(todo Todo) 
miTodo{todo . iTodo) 



Session (a other clients) 
get a handle to the 
appropnate concrete 
factory to construct 
a calendar object. 



«lntefface>> 
AbstractFactory 



%ons*ructPAe(c credentials) lAddressBook 
%onstructCatendar(c : credentials) : ICalendar 




Figure 14 
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RetneveMailHome 



«>g8tRelnevBMail() 



^ainlO 



\ 



SendWaitHome 



<>gelS6ndMail{) 



<<lntertace>> 
RetneveMaii 



<*intt() 

<>getFofdert.ist() ^ 
•igetFoldefDetailsd 
^etMessageCourtO 

et N ewM es 6ageCount( } 
^openFolderf) 
^getMessagoHeadoreO 
*get M ess ageHa aders { ) 
^getMessageO 
•^st M ess ageNu m ber() 
*igetMessageDelails() 
■^getMessageTypeO 
^etM ess ag^AttnbuteVa lues 0 
^getMessageAttnbuteValuesj) 
■^getAttachmentlntoO 
^etAttachmantO 
<igetAttachmentPart() 
^eleteMessageO 
*t>deleteMessages() 
•^oveM essageO 
"linn oveMes sages () 



IT 



RetneveMaillmpl 

^>mMesiageNuf7iner mt 
^mByteCount mt 



<>RelneveMaillmpl() 

^©tProtocol[) 
^>setHosl[) 

*gelFoideri.isttl 

OgetFolderDetailsO 

^^MessageCountO 

^etNewMessageCountO 

■^penFoldert} 

^gotMessageHeadersO 

5>getMessageHeatlersO 

^etMessageO 

*setM9SsageNunnber() 

*getM9ssageDetail£[) 

^>getMessageType() 

^etMessageArinbuteValuesO 

^>g9tMessageAltnbijteValues() 

^>g9tAttachnientlnfo() 

^^etAttachmentO 

*!?g9tAttach(nentPart() 

^eieteMessageO 

'^eleteMessagest) 

^oveM essageO 

"VioveM essagesO 



MailUtit 



^ 0E8U0 bootean = lalse 



<idumpPart() 
*!>m9ssag9ToVectoi<) 
<>nfiess ageToPartArrayO 
*mass ageToPart Vectoft) 
*mes s ageToAl I actim ent Info [ ) 
^yteCountToStnngO 
^ essageAttachmenlO 
^ess ageAttachm enti [) 
<&m9ss ageToSI nngBuffe it 1 

0 veS tnng P art s ( } 
*^ctorToStnng() 
<ihasWableToStnng() 
'^reparsReplyMessageQ 
*&stnn gToMailStnngAirayO 

^atn() 



iBvaMail 



«lnt9rJa:e» 
SendMatI 



^stHosK) 

^9tM 9s sageA ddressas () 

^etFromO 

<is9tTo[) 

<>setCc() 

OsetBccO 

^>setSubj9ct(( 

^etContentStnngO 

<>addAttachm9(nt[) 

^>addAttachm9nt() 

5)refn ovo At I a chm et s{ 1 

<i>setSontDoleO 

•^endMessageO 



R 9t lid ve Mat I Ex c epti 0 n 



SendMail Be caption 



MAIL_SERVER_CONNCTIV rTY_FALED int = 0 
^4 WVAID DATA int = 1 
tf4 REQUIRED P ARAM ETER.MISSWG int = 2 



Send Multipart boolean 



SandMaillfnpl 



^endMaillmpIO 
<^nit() 
^etHostO 
^oginO 

^ 9t M 9SS ageA cWres se 5 (] 

<>S9tFTOm() 
<>S9tT0{) 

<^9tCct) 
^^9tBcc() 

<>S9tSubj9Ctt) 

^>$otContentStnng() 

^ddAKachmentO 

*5addAttachm©nt() 

^©moveAttaehmetsO 

^etSentDate() 

<^etSQrilDate() 

^endMessegeO 



Access to d)tterenent 
mail servers is through 
the Java Mail API 
(WAP Pop etc ) 



Figure 15 
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Directory Client 



\ 



<<lntertac«>> 
Directoiy 



<>tnit[p Protocol Stnng pHost Siring pPort String, pHostBas© String) void 
<>setSaafchPar3fns(pS6archParams Hashlabla) void 
<>9etSearchFittof(pSearchFilier Stnng) void 
^tSearchRetiiimParams{pS6archRetuniParams Stnng(J) void 
^tSearchCountLimit(pSe8rcliCountLtmit int] void 
^tSearchStartlndex(pSeafChStanind9x tnt) void 
^seaichO void 

OgetSaarchRBSultsVectorl) Vector 
^^getPullSearchCountO tnt 
^tietSearchCountO int 
^otSearchFt!ter{) SInng 
^earovO void 



Dtrector^mpl 



(^mSearchCountLimit iriF 
^mSearcFiSiartlnddx int 
^iHiSearchCount int 



<>nilO 

^tSearchParamsO 

WSearchRllerO 

<>gelSearchFilter{l 

^^tSearchRetumParams() 

•^setSearcrCountLimno 

*»tSearchStaftlnd8x() 

*gelFullSearcliCouni() 

*^arch(] 

•SgelSearchCountO 
^etSearchReajltsVectorO 
destroy 0 



DirectoiyHome 



^geiCurecto^O Diiedoiy 



^FoTprovidesacca^^ti, 
tovariousdiiectoiy 

services (through Ihe 
JNDI SPI) 



\ 



OrectoiyUoi 



^ain(args SiringQ] void 

^nntSearchEnumeration(enum KamingEnurieration) vojd 
<>pnntNaintrg&iumera»on(enum N am m ^numeral ion) void 
*pnntAttf<(attfS Altnbule^ void 

%utldJNDLRL{FPro(oco! Stnng pHoJ Smng.pPoti String, phostEase Sinng) String 
^uildSeardiRI»f(i>arams Hashtable) Stnng 
<l«earchRes»jlt£numToVector^num NamingEnumecaoon) Veaot 
^ttributesToHa^tablelaitrs Alfibutes) Hashtabfe 
%)nntH8Siir8bte|lit Habitable) void 



Figure 16 
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client 



«!nterface» 
ILocationServtce 



^eocode(pIace IMappable) 
^getMapO Image 



Contact 
(from core) 



<SgetLastNameO 
^tLastNameO 

getFirstNameO 
<i&etFirstNameO 
^etPrinnaryEmailO 

setPnimaryEmaiiO 
*^etConnmon Name 0 
^^tComrron Na meO 
^i^etContactlDO 




«lnterface» 
IMappable 



^etGeocodeO 
setGeocodeO 

<jQetAddressO 

^etAddressO 

<igetCityO 

*5setCityO 

<i>getStateO 

^etStateO 
getZipO 

^etZipO 



1^ 



Event 
(from calendar) 



gnrepeat Date 
^startTime Date 
^petopTinne . Date 
^duration Date 
^allDayFlag Boolean 
^nportance 
^ocatton String 

category String 
^^description String 
^private Flag . Boolean 
^^ubject Stnng 

owner Contact 



^etAtendeesO 
addAttendeeO 
^mAtendeeO 
^etRemtnderO 
^etReminderO 



Mapquest 
Adapter 




> 





MapQuest 
Enterpnse Serv 
(from Actors) 



KiveraAd 
apter 



Figure 17 
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user V|eb User 



T 



sennet 



Session 
Manager 



Session 



contact 



-^r^ getSession(cookie^ 



ExchanqeFactory 



AddnsssBook 



exchange 




Figure 18 a 



seaichSefMet 




SesslonManaqer 




AddressBookfa 




PAB 




Cure or 




Session 




contact 










ctory 











log aJ)v User 



post search ^ g6tSesslon(cookle) 



70 



T 



getAddre^sBook 



retum(addr«ssBook) 



seareh(maich) 



gttnext 



return contact 



0 

Wi ntw 



•7SL 



gelNam » 



gelPhoneNumier 



register 




-6 



Figure ISb 
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SessonManaoer 



Sesaon 



Calendar 
Adapter 



Exchange 



loe Web User 

I getTodaysCal 



getSes9on(cooke) 



First request for 
a calendarwilt 
construct one 
foflhe user 



return web page 



retum(ses3on) 



gotCa^^ndar 



retumCcilendar) 



getCa 



return (Slendarl 



g9tevenls((Jate) 



return(Jt era tori 



I getTornmarowsCai^ j getSession I 



retum(session) ' 



galCaTendar 



got4ato 



SetN^xt 



ret run (e lent} 



got Nam « 



Catendarobject t\ 
already exist 
Session returns a 
reference to it 



ratum|c|lendarl 



sjetEventstTomm arowjy 



gel 



T 

getNext 



get Name 



"13 



Iterator 



1 



V 
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